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General Merchant Procedure Statement 

The purpose of this general merchant procedure document is to provide guidance for 
requesting a merchant account to accept payment cards and to provide USA faculty, 
staff, and students with comprehensive procedures to ensure that cardholder data is 
kept secure and PCI compliant through the payment card transaction lifecycle. 

�,�� MERCHANTS 

A. All Merchants must be authorized by the PCI Coordinator or the Investment 
Manager. 

B. Any Merchant accepting payment cards on behalf of USA must designate an 
individual within the department who will have primary authority and responsibility 
within that department for payment card transactions and PCI Compliance. This 
individual will be referred to as the Merchant Department Responsible Person 
(MDRP). 

C. All USA employees who process, transmit, store, or have access to cardholder data 
must read and sign the USA PCI Compliance Policy and complete USA’s PCI training 
annually. 
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�,�,�� CARDHOLDER DATA PROTECTION 

A. Access to payment card data and system components will be limited to those 
employees whose jobs require such access. 

1. Access privileges assigned to user IDs shall be limited to the least privileges 
necessary to perform job responsibilities. 

2. Access privileges should be assigned based on the individual’s job classification 
and functions. 

3. When the job responsibilities and functi ons of an employee with access to the 
cardholder data environment changes, the merchant will need to notify the PCI 
Coordinator and the Investment Manager. The MDRP will also need to modify 
roles and security privileges within the cardholder data environment as 
necessary. 

4. When an employee with access to the cardholder data environment leaves 
employment with USA or transfers out of the merchant’s department, the 
merchant will notify the PCI Coordinator and the Investment Manager. The user 
accounts and roles within the cardholder data environment will also need to be 
disabled or modified by the MDRP so that the former employee has no access to 
the cardholder data environment or to cardholder data. 

B. Payment card data must be kept confidential and secure at all times. 

C. Payment card data must not be transmitted in an unsecure manner such as, but not 
limited to, inter-office mail, text messa ging, copy machines, other electronic 
messaging (including email), or fax machines. 

D. Storage of cardholder data in any way is prohibited and in violation of the PCI DSS. 
Storage includes, but is not limited to : desktop computers, laptop computers, 
network servers (this includes in text files, databases, spreadsheets, word documents, 
etc.), compact disks, USB flash drives, personal digital assistants, cellphones, tablets, 
portable external hard drives, etc. 

E. Cardholder data will not be stored in paper form, including payment forms, camp 
registration forms, ticket orders, etc.  Once the credit card transaction has been 
processed, payment card information must be destroyed in a crosscut shredder so 
that information cannot be reconstructed. Payment card data must be removed from 
paper forms after authorization is obtained if  the paper form is to be retained by the 
merchant. Cardholder data must be removed completely and left unreadable before 
the form is scanned or stored. Simply obscuring or blacking out cardholder data is 
not compliant. 
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C. Use of General Purpose PCs, Laptops, and Workstations: 

1. Merchants are prohibited from processing payment card transactions using 
general purpose computers, or point-of-sale equipment and any other card 
processing equipment that is connected to general purpose computers without 
proper configuration (i.e. Virtual termin als, hardening, etc.). General purpose 
computers are defined as any computer that has access to email, general web 
access, etc.   

2. If a point of sale terminal is connected to a general purpose computer, contact the 
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3. POS terminals devices showing signs of tampering. 
4. Key-logger found. 
5. Card-skimming devices found. 
6. Detection of unauthorized equipment being substituted. 
7. Unauthorized devices discovered on the network. 
8. Lost, stolen, or misplaced cardholder data. 
9. Lost, stolen, or misplaced computers, laptops, hard drives, or other devices that 

contain cardholder data. 
10. Files containing cardholder data mistakenly, or otherwise, transmitted to an 

unauthorized party. 

�9�,�� REPORTING AND RESPONDING TO AN INCIDENT 

A. Alert the PCI Coordinator immediately of an y suspected security incidents involving 
cardholder data. The PCI Coordinator will contact the necessary parties and, if 
necessary, law enforcement. 

1. Employee communication regarding any suspected or actual security incidents 
should be limited to the employee’s supervisor(s), the PCI Coordinator, the 
Investment Manager, the Direct of Information Security, the Director of Risk 
Management, Internal Audit, and other authorized personnel as appropriate. All 
communications with law enforcement or th e public will be coordinated by the 
Investment Manager, Director of Information Security, and the director of Risk 
Management. 

B. Employees should document related information while waiting for the PCI 
Coordinator to respond to the incident in cluding date, time, and the nature of the 
incident. Any information provided will aid in responding in an appropriate manner. 

C. When suspecting a breach, immediately cease using the device and connected 
systems and only perform actions as directed by the PCI Coordinator, Investment 
Manager, or Director of Information Security. The Director of Information Security 
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1. Date and Time 
2. Action Taken 
3. Location 
4. 
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